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("33 WatchGuard ¢ 21 &

1. Web Ul ¢ 22 https://firewall ip:8080

. WatchGuard System Manager (WSM) & /§ & I it §¢
WatchGuard Policy
Traffic Monitor
Host Watch

2
°
°
°

3. WatchGuard Dimension Reporting System
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https://firewall_ip:8080/

WatchGuard System Manager % %

Step 1:
FH FWSME 2 i 4
WSMix %2 57 % 253" Windows OS

W
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—: WatchGuard System Manager % %

Step 2 :

. S e O I T el W 1]
BT LF T ® >

Select the language to use during the
installation:

English
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4 WatchGuard System Manager % #

PRONET

B SRMA TION

w  Installer - WatchGuard System Manager 12.5.1 |=]a] x |

Welcome to the WatchGuard
System Manager Installer

Please dose any open WatchGuard applications before
continuing.

T~
XL

Click Mext to begin installation, or Cancel to exit.

-

@atchGuard"

Next> | | Cancel

Step 3.
2LiE “‘Next’ B 48 (7% o &

i e UM o

—
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WatchGuard System Manager % %

Read the license agreement below. You must accept the agreement to proceed with
installation.

End-ser License Agreement ~

Please note that this End-User License Agreement may be different from any |:|
prior End-User License Agreement you agreed to when activating a subscription

[service ar a prior renewal, and will supersede any such prior agreement.

IMPORTANT - READ CAREFULLY BEFORE ACCESSING WATCHGUARD
SOFTWARE:

This WatchGuard Product (the "PRODUCT ™) End-User License Agreement
(“AGREEMENT ")

® Accept

(_) Do not accept
Wakchiauard

Step 4
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t%? WatchGuard System Manager % %

PRONET

B CRVMA TION

Installation folder

l Select the installation folder for WatchGuard System Manager.

The default installation folder appears in the field below. To select a different folder,
dick Browse,

C:\Program Files (x8a)WatchGuard | | Browse. .. |

WaktchiGuard

www.pronet-info.com.tw
" iy T



: WatchGuard System Manager % %

PRONET
FORMATION

Select Components

Select the chedk boxes for the components you want to install, Clear the chedk boxes
for all other components.

@Eclient Software
i ] WatchGuard System Manager

EEF'I.I'EF 50 ﬁare

[ | WatchGuard Management Server

. [] watchGuard Log Server
- [] watchGuard WebBlocker Server
[ ] watchiGuard Quarantine Server
- [] WatchGuard Report Server

[ ] Language Packs
[ ] French (Standard)

The selected components require 16.4 MB of disk space.
W atchGuard

« Back || Mext =

Step 6 :
R REREZEY - BiE#"WatchGuard System Manager”
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Q%? WatchGuard System Manager % %

PRONET
B CRVMA TION

Setup Status
Setup is installing WatchGuard System Manager 12.5.1 on your computer.,

Extracting files...
C:\...\Common Files\WatchGuardijavaljzre1.8.0_162%hin jfowebkit. dil

‘akchauard

Wait For Installation
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#, 17 WSM

TR A AN R IR
n Documentation 12.5.1 WatchGuard System Manager

T 2L:E ¢t lcon B EZWSM
“¥¢ Quick Setup Wizard 12.5.1 i

@ WatchGuard System Man... i3

b
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Connect to Device Policy Manager

N Lz - , :% 2 ::.. J\' A4 Ei, .VT

@:ﬁi F_f : f‘f’ : %T, fch()Fz e B Host Watch
i ST - FEDLED L
#hif 8 v con £ i U

VWiatchGuard System Mapager

Tools Window/ Help

Disconnect Firebox System Manager

¢ EWSM{rl FESLFNT R

PR el AR AR R EROLER R E
FRAFH -

IJ ‘- ;\E,-"-,' | 7 :“,‘-‘ i > g - ¥
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e Firebox Interface¥g 3k IP

PRONET

B SRMA TION

EthO External Eth1 Trusted Eth2 Optional
IP:10.0.0.1 IP:10.0.1.1 IP:10.0.2.1
g 3k kx> DHCP

External EthO £_i& ;2 ¥ @WatchGuard » 2 4/ 6 & ¥ @i 88 2% 2 L -

il L
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(%? i# e 2Firebox Firewall

~
(WS NGuaed

irebox M370 e T 0 5 5 o e .m’.

Notebookzk z_ g+ IP 2 g 3:.’:
10.0.1.2/24 @ 42 % 1 L 3 Ethlie {7 i o
EEd
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- iz * WSM:i fﬂ—g 2 Firewall

PRONET

B SRMA TION

File Edit Tools Window Help

< | +| M EBel ¥R e

Device

21.:% Connect to Device | Fresim e T
s s e erom ot (7)o

B> IP > 57 1P 5 10.0.1.1

G N FEIR DAL TR R RS G
ﬁ*‘] \zg F' S B = Authentication Server: IFirebux-DEl ;I
readonly R |
Timeout: 25 -+, seconds

B2LiZ Loginid s fx L g
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7 ® ExFirewall Policy Manager

PRONET

B SRMA TION

5] VatchGuard Syst

File Edit Tools Window Help

1|£E£|+.€~.E|Elﬁ| % B @&
2.

Eﬂ---lﬁ Certificates

Gap Branch Office VPN Tunnels
- Maobile VPN with IPSec Tunnels
-[@ Mobile VPN with SSL Tunnels
-[@ Mobile VPN with PPTP Tunnels

f@ Mobile VPN with L2TP Tunnels

1805 17 4 4
2.25:% Policy Manager:g 7 7 L 38 5o 3 23K 2
Note : & Jf L BEiE — T & 3% %l L 38 £ gL Policy Manager & 7 #

www.pronet-info.com.tw
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4 % » Feature Key

PRONET
FORMATION

File Edit Wiew m Metwork FireCluster WPN Subscription Services Help

= ble = Bl ok |BH B |
Firewsall i Feature Keys... =
Aliases...
2.
3% Logging...
Order Authentication b DB From
Certificates... Any-Trusted, Any-1
=Y. Any-Trusted, Any-!
Actions 3

Any-Trusted, Any-1

Defautt Threat Protection y Mamt Any-Trusted, Any-1
Any-Trusted, Any-1

NKKAKS

NTP...
SNMP...

Technelegy Integrations...

Managed Device Settings... M

Global Settings. ..
05 Compatibility...

Step 1:
21:% Setup — Feature Keys

Note : WatchGuard ‘f & pL_} Feature Key - it &

BB

< — ‘... . :‘.i-'-’;'_ > -

ﬂ,_} <

¥ i

2
!

4y W,

/.

13
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% » Feature

r Summany

Model:

Serial Number:
abhow haon

Import...

[ o

Dowenl

Remove

Import Firebox Feature Key

2]

key]

Details...

“ou can type or paste a Firebox feature key into the text field below.
You can alsoe import a Firebox feature key file.
2.

Feature: L2TP_USER#SS

Feature: LWESECURITY @May-07-20128
Feature: MUWPN_USER#TS

Status

13

Feature: REDi@May-07-2018

Feature: SESSION&20000

Feature: SPAMBLOCKER@May-07-2018;,UC17
Feature: SSLWPN_USER#SS

Feature: WLANF100

Feature: WPN_SPEED#250

Feature: WEBBLOCKER@May-07-2018
Feature: XTM_PRO

Expiration: never

Signature: 302e021500a5fa93-5e76ad735230"

m

4 I 3

I[ Cancel

m

(Fireware XTM OS5 v11.10.1 and higher}

expired Notifications. ..

[ oK ”Cancel” Help ]

Key

Step 2.
1.2k:% Import » BR:E (S ¢ S Import
Firebox Feature Key =4k &

2.3 12 k¥ LT fLaiFeature Key

Feature Key+® *>WatchGuard 3 =t *
T R REF R
3.2k OK

el
=
7

&
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PRONET

_ FEinFeature Key
L Firebox Feature Key ™ s . S

r Summary -
Model: XTM515 -
Serial Mumber: B0BEDETTOCABS s ,
/ >
Software Edition: Firewware XTM Pro 1 . Featu re Key Eé:, I llé Ea—_ ‘ég
Signature: 302E021500A5FA93-5ETEADTIS230121F-T2380305AB4F45F5-5B0215( -
' 1 | r .
= g El r
R Licenses|#p cnpF ¥ £ F I+ 77
Feature Value Expiration  Status at pe
- = 2. 2L:Z OK
,/ Application Control Unlimited | 2018/5/7 ays il » [
./' Gateway AntiVirus (AW} Unlimited | 2018/57 322 days
,/ Intruzion Prewvention (IPS) Unlimited | 201857 322 davs
./' LiveSecurity Service Unlimited | 2018/57 322 days
,/ Reputation Enabled Defense Unlimited | 2018/57 322 days
,/ spamBlocker Unlimited | 2018/5/7 322 days fi| =
,/' WebBlocker Unlimited | 2018/5/7 322 days
,/ Concurrent Session Maximum 0000 Newer
./' Fitter Policy Throughput Maximum 2000 Newver
,/ Total Number of Authenticated Users 00 Newer | |
,/ VPN Policy Throughput Maximum 250 Newver
,/ Total Number of VLAN Interfaces 100 Newer
o IPSec' VPN Users 75 Never
.,/ Branch Office VPN Tunnels 65 Newer
,/ LZTP Users 63 Newer
o S5LVPN Users [ Never -
Enable autematic feature key synchronization (Fireware XTM OS v11.6.3 and higher)
Send alarm netification when feature key is going to be expired or has been expired Notifications. ..
|
(Fireware XTM 0% v11.10.1 and higher)
—
www.pronet-info.com.tw
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v RKIFREB VB LM

Firewall i Feature Keys. ..
Aliazes. .
3% Logging...
Order + Authentication b pE From
1 \/ Certificates. .. Any-Trusted, Am
2 v 2-X... Any-Trusted, Am
3 v Actions - Any-Trusted, Am
4 v Default Threat Protection » MOmt Any-Trusted, An:
=] v p— Any-Trusted, Am
SHMP...

Technology Integrations. ..

Managed Device Settings... M

Global Settings...
0% Compatibility...

Step 1:
2L:% Setup — System

Note : %% & JF3k T it /x> & RILOGH [ € 45 3%

a L O T e, T XS g d
www.pronet-info.com.tw
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&3 RKEPFFRZE LI EH2

B, Device Configuration et Step 2 .
Firebax Model: | Firebox M Series w0 M3T0
(=D G - AVE P g
Mame: ﬁaﬁ] Pj; : wov ‘F— g & ? 7:F
Location: zystem location g‘%
Contact: |system contact | — e 1w . .
Time zone: LEMT+0E:007 Taipei 2 Bi: ‘¥‘3 ® % Talpel
| Ol | | Cancel | | Help |
O )/
< . SRl SRS - o

www.pronet-info.com.tw
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1.
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B SRMA TION

£ TR L B IG

WatchGuard System Manager B untitled el *- Fireware Policy Manager

File Edit Tools

| ‘EE-;

Window Help

+ | E B e xR

File Edit “ieww Setup Metwork FireCluster VPW Subscription Services Help

EAed|V+X|PLR|AdsA|TERNDETL?
Device Status '
Fireweall  hohile WP with IPSec
Connectto Firebox >
Order # Action Palicy Matme Policy Ty
Please enter the user login information Gt hG d 1
of your Firebox. atchGuar 5 | & SaveTo Firebox X g
4 Sp:.ue.mfv auszer name and passphrase for 8 user with administrative ok
IP Address ar kame: 10.0,1.1 w 3 (I,

User Mame:

Passphrase:

Authentication Server:

Firebox-DE e

Damain:

Tirneouk:

seconds

I Login

|| Zancel || Help

WatchGuard g% 7 = &tk

- k38 2% 2o hh {U2F T = A 1A
. . ZIRA AN 1Y K G
1. Device Monitor : status readonly 2 ﬁ‘%ﬁ; ;;% e
2. Device Administrator : admin readwrite R
www.pronet-info.com.tw

P Address ar Name:  10.01.1

Adminiztrator Uzer Mame: ‘admin

Administrator Paszphrase:

Authertication Server; | Firebox-DE

TR K PG
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£2E TR BLE B IS

B untitled xml *- Fireware Policy Manager

Edit “fiew Setup Metwork FireCluster WP Subscription Services  Help

M Mew... Ctrl+M ,H.“'!-“%Emwj 4 7
[= ©Cpen ¥
K Save ¥
Eackup and Restare...
Upgrade. .. Mame Palicy Type
FTP
Manage Users and Roles...
Clzers\abel_panDocumentsh, . WCH . xml E Login b4
CAlserstabel_pamboc ... Ezmoney_1.xmi Eﬁj Specify a uzer name and passphraze for a uzer with administrative o
CllUzerstabel_pamDocurm .. BH-BEMZ xml = privieges.
P Address or Name: 10.0.1]1 v|
Administrator User Mame: |admin |
Adminiztrator Passphraze: | |
Avthertication Server: |Fireb|:|x-DEI w |
p1l: o
1.2L:% File -Manage Users and Roles
N 7 - h A 1
2.8-E 1 ¢ MIRE » F o F &y~ admin R 5L
www.pronet-info.com.tw
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eroNEr ﬁv'] by RN ?r} 75

B Manage Users and Roles >
Define users and roles.
Uzer Marme Authentication Server Rale Lockout Status Add.
acdmin Firebox-DE Device Administrator Mot Locked
statusz Firebox-DE Device Monitor Mot Locked Ecit...
we-zupport Firebox-DE Dizabled Mat Locked Remove
abel Firebox-DE Device Administrator Mat Locked
pan Firebox-DBE Device Monitor Mot Locked Lnlock
B Add User .
L=zer Marme: || |
Authentication Server: |Firet:u:ux-DEi e |
Role: ”Device Manitor ~ I
Paszsphraze: | |
Confirm Passphrase: | |
| (8.4 | | Cancel | | Help | | (0.4 | | Cancel | | Help |

Step 2. 1. Zh:FAdd 37 R B

2. Add User & & 3 B 45200 &AL T E B HE = ek 4
E L R m*»%m 375~ § 4%

—

~

www.pronet-info.com.tw
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Network ##3k Z_
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p i Hetwork §FireCluster VPN Subscription Services Help

File Edit Wiew Se

Eae o & conmgmaon k| E R EL? avw
Firewall | Mobile VPN w Modem... 2
MAT...
Arp Entrigs. . Fitter: | None ~ ] YT
Order + Action Routes... From To Port PBR App Control Tags
1 v Dynamic Routing. .. wny-Trusted, Any-OpAny-External tepii Mone
2 v i wny-Trusted, Any-OpFirebox tcp2020 Mone
3 \/ Gateway Wireless Controller... \ny-Trusted, Any-OpAny ICMP (type: 8, .. None
4 \/ o V/atchGuard WGE-Firebox-WMomt Any-Trusted, Any-OpFirebox tcp 4105 topid. .. None
5 v woe Outgoing  TCP-UDP Any-Trusted, Any-OpAny-External tep:0 (Any) u... None
P . .
2t :% Network — Configuration
= ~ACWE, 4 D . > O
- e ) P S e -
www.pronet-info.com.tw
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Interfaces | Link Aggregﬂfj]nl Eridgel VL,qnl mebackl Bridge Protocols | wwsmusl Dynamic DMSl Hutti-WANl PPPﬂ£|

Select the interface vou want to edit, then click Configure. “ou must configure an external interface for vour XTH device to operate correcthy.
Configure Interfaces in |H'n-cecl Routing Mode - ]
Pvé Address Pv6 Address NIC Config
DHCP Auto Negotiate —
1 Trusted Trusted 10.0.1.1424 Auto Negotiate 2.
2 COptionak1 Optional 100.2.1124 Auto Megotiate
3 Optional-2 Optional M0m0.3.1/24 Auto Megotiate
4 Optional-2 Optional 10.0.4.1/24 Auto Megotiate
5 Optional-4 Optional 10.0.5. 1424 Auto Negotiate
-] Cptional-= Optional 10.0.6. 1124 Auto Megotiate

2LiE & 2% 70/ m — Configure

0

www.pronet-info.com.tw ]
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-Y Interface Type

PRONET

5 TRMA TION

IPv4 | |pyS | Secondary | /1~C ~ccess Contol | Advanced

‘External — #t 8 4 5 > @A
*Trusted — p IR 4 &
Interface Description: .Optional - DMZE\; {BranCh Offlcef‘&‘g;

Interface Type: Custom — E" %TS%';E iw > '&r’%“ % %

External

® UseStatcP |- ‘Bridge—#-% B /i & ¥# - 4= > 4k Switch
Optional .

Custom *VLAN — 32 35F| rewal I 3@- f‘ VLAN EIR ﬁ"ﬁ% E’
Bridge

Default Gateway-[VLAN Link Aggregation — 3% Z_4 & Port Channel

Link Aggregation

Disabled Disable- B F 1/ &

Interface Name (Alias). External

IP Address:

(71 Use DHCP Client

www.pronet-info.com.tw
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PRONET

B SRMA TION

Interface Settings -

IPvd | |pyE Sec-uru:laryl MAGAccess Contra | Adn.ranoed| —

Interface Name (Alias) |External 1. |
Interface Description: |
-
Z.

i@ Use Static IP

m

IP Address: | 28.125.145.165/24

Default Gateway: | 59.125.145.254{

1.#.] »EFE N RBEEBY A G

2.i% #& Interface Type

3.%?1 *Podekpttha i External;‘ﬁi?] » Default Gateway
Note : WatchGuard Firewall#73 3| 5L% ¥ £ $%40% $¢F L

.

www.pronet-info.com.tw
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2% Z DHCP Server

PRONET

B SRMA TION

L

Interface Settings - Interface # 1 ®
g

{Pv4! IPy8 Secondary MAC Access Control Advanced - 1 ,ﬂ‘-ig USE DHCP Server

Interface Name (Alias): |Trusted |

| 2. BLERTHDHCP Pool

Interface Type: |Tr|.|sted w |

P Address: |1u.u.1.1r24 v| 3 Reserved AddeSSGS f‘:ﬁ i#?] i
(C) Disable DHCP

=, g iP

“ou can configure a.rnaximum of six address ranges.
Address Pool: . H H 2 2

, , 4. Leasing Time X ZIPf &% F
Starting IP Ending IP | Add |
10.0.1.2 10.0.1.254

Interface Description: |

5. Configure

DNS/WINS Server % . DHCP
Ir.\m;en.-e-uAﬂcn-en;s.m;:I2
e s [ ] Client#+ B~ 8 ¢nDNS & £ WINS

Server IP

Leasing Time | & hours 4 s |

|| Configure DNSMWINS servers | DHCP Options... N

| oK || Ca.noe||| Help |

www.pronet-info.com.tw
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-~ & 2 DHCP Pool

PRONET

B SRMA TION

(@) Use DHCP Server

You can configure a maximum of 2ix address ranges.

Address Pool:
Starting IP | Ending 1P
10.0.1.2 W Add Address Range
'*—?- Define an address pool by specifying a starting
and ending IP addresses on the same subnet.
2. g
Starting address: | 10.01.2
Reserved Addreszes: |

Ending address: |1|}_|}_1_254

Rezerved Name

2:.:% Add#7# DHCP Pool

Note : DHCP Pool% Efr /i & I — i £

N S >
p = o

www.pronet-info.com.tw
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* ¥ Reserved Addressed

PRONET

B SRMA TION

Interface Type: | Trusted

I Reserve IP by MAC Address et

P Address: | 10.0.1.1/24

'*—;— Reserve an IP address for a device with the
specified MAC address.

(@) Use DHCP Server
You can configure a maximum of six address rg Reservation Name: m

Fool P Address: | 10.0.1.10 -
Starting IP | g |
10.0.1.2 MAC Address: E0:50:31:35:CO:FO 3.
Edit

() Disable DHCP

[
‘

o ] e

| MAC Address

Rezerved Addresses:

Rezerved Name I Reszervation [P

BE AAATH £ 4 HIP = %
LB 148 4

2. #j » i s :IP Address

3. #ij » 3 &/MAC Address

T P
L

e e i 1 P =)

www.pronet-info.com.tw
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4 3k T DHCP# *enDNS IP

PRONET

EORMATION IP Address: 10.0.1.1/24

B

B Configure DNSAWINS servers >
() Dizable DHCP
@UseDHCPSer\rer DMS Servers: (If not defined, use the Network DNS Servers)
You can cenfigure a maximum of S Domain Name: Iprunet—infn.cum.tw I 1
Address Pool |
Starting IP Add
100412 B, DMS server
[Edit
% Specify the DNS zerver's IP address [elete
| I DNS Server: | 192.168.1.100|
Reserved Addresses: I
Reserved Name Add
FileServer
Edit
oK
Delete

Leazging Time | & hours
I Configure DNSAVINS servers I K m -

21:% Configure DNS/WINS Server

1. éig?l » Domain Name (Option)
2. BLiE Add
i ~ DNS IP Address

4 i, # o S~

www.pronet-info.com.tw
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Jﬁ? Interface Bridge

faa”
W hGuaed

ireboxM370 3 .- O _ 0 5 5 o [ | i .m’.

Interface Bridge #. P
FRBEEARZER S BPOMMA- 42> X TSF BREPF > T
Interface Bridge #- % i Porti&— 4= o

www.pronet-info.com.tw
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4P Interface Bridge % %

B, Metwork Configuration *
Interfaces Link Aggregatio LAM Loopback Oridoe Frofocols  WINS/DNS — Dynamic DNS — Multi-WAM - PPPoE
Local Area Network Bridge settings 1. L
Name (Alias) Iznne |IF".r4 Address IPvE Address DHCP Secondary Interfaces
Edit
Delete...

Step 1:

Network — Configuration
1. E£# > ¥ % Bridge
2. Bti¥ Add
. T kO S W, T a X d E

www.pronet-info.com.tw
T e < Gy W




. Mew Bridge Configuration

IPv4 |pyE Secondary Bridge Protocols

Interface Bridge & #_

| | q
Name (Alias) : | inside] L
Description :

Security Zone [ | Trusted 2. ~ |
IP Address: 192.168.1.1/24 3 v|
(@) Disable DHCP

() Use DHCP Server

ou can configure a maximum of six address ranges

Address Pool:
Starting IP Ending IP Add
Edit
Delete
Reserved Addresses:
Reserved Name Reservation IP MAC Address Add
Edit
Delete
v

== | | = |

AP
el

_
el N LS
— -l "

e

Step 2.
1. =

2.

N

TR

i# # Security Zone - External

i m # ¥ 3k T Bridge

3. ﬂi%] » |P Address

4. g.iEOK

www.pronet-info.com.tw
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4] FEinlnterface Bridge & 2

PRONET
FORMATION

B Metwork Configuration *

Interfaces Link Aggregation Bridge W AN Loopback Eridge Profocolz  WINS/DNS  Dynamic ONS  Multi-WaN - PPPoE

Local Area Metwork Bridge settings

I Secondary Interfaces . Add...

Trusted 182.188.1.1/24 Dizable

Edit

Delete...

" L el e S e, T o L " E
www.pronet-info.com.tw
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4] - B A & 4 » Interface Bridge

PRONET

B SRMA TION

B Interface Settings - Interface # 5

IPv4 | IPv6 | Secondary | MAC Access Control | Advanced

Interface Name: | Optional-4

Interface Dezcription:

Interface Type: Bridge 1

Send and receive traffic for selected Bridge interface

Member Zone | Mame IPv4 Address IPvE Address DHCP Secondary

m}- rusted Inside 192.168.1.1/24 Disable

2.
i » 7 #interfaceik =
1. Interface Typeif # “Bridge”
2. 2LiE T 2 Bridge Member
3. & 4 » [ BBridgesinterface€ H &7+ & &K 2
) s =
www.pronet-info.com.tw

4y W




4] reidinterface Bridge % % =

PRONET
FORMATION

B MNetwork Configuration ot

Interfaces Link Aggregation Bridge “WLAN Loopback Eridos Profocolz WINS/ONS  Dynamic DNS - Muli-WAN - PPPoE

Local Area Network Bridge settings

Name (Alias} Zone IPv4 Address IPvE Address DHCP Secondary InteTfaces | Add...
nside Trusted  192.188.1.1/24 Disable (5] | .
Delete...

Eth5 2 2 Eth6:% 7.2 & 4c »
I - i#Bridge

- — \“.’...'“ :": - < . ' 1 «“J
www.pronet-info.com.tw
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VLANSEE
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Internet

Trunk

Trunk

VLAN 10
192.168.10.0/24
VLAN 20

192.168.10.0/24

-

EAER

1. WatchGuard ™ = /i #Switch z L2 Switchiz 5 Routing:
Al

2. Switch® % ~ = #VLAN » » %] 5 VLAN10,20

3. % BVLANZ & # WatchGuard % #% i d

4. FirewallfeSwitch 4 &0/ & F £ X ZTrunk

www.pronet-info.com.tw
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AP VLANZ %

PRONET
EORMATION
. Metwork Configuration et
Interfaces Link Aggregation Bridgeg popback HBridos Frofocols  WINS/ONS  Dynamic DNS = Mult-WAM  PPPoE
Virtual Local Area Network (VLAN) settings 1. 2
D |Name (Alas) [Zone  |IPv4 Address IPvE Address Secondary Interfaces |Ad|:|
Edit
Delete...

Network — Configuration
1. £4# > F & VLAN
2. Bk:iE Add

www.pronet-info.com.tw
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4P VLAN/ & % %

2

B Mew VLAN Configuration

IPv4 Py Secondary Bridge Protocols

e

Name [Alias) :

b=

Dezcription :

WLAN ID

Security Zone : I

3.

IP Address: I 192.168.10.1/24 4 e |

)
< | [l

VLANK Z 3P

1. Name: # » VLAN & 4

2. VLANID: ¢ 5 VLANTag# % 4% »* VLAN Z VLAN 10 > M {F =& ﬁi;*] »~10
3. Security Zone : i # :ZVLAN 7/ 573 g

4. IP Address: ﬁi%] » ¢t Interface VLAN IP i+ ¥

—— o <

www.pronet-info.com.tw
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PRONET
FORMATION

B8 A & VLANZK £

B Interface Settings - Interface # 2

IPvd | IPvE | Secondary | MAC Access Control | Advanced

Interface Mame: | Optionak1

Interface Description:

Interface Type: | WLAN 1 e

Send and receive tagged traffic for selected VLANs

You can add one or more V0LANS to this interface. New VLAN

|Enne IName Pv4 Address IPvG Address ISecnndar'_.r |
Trusted  Internal 192 .168.10.1/24 (DHCP dizabled)
Trusted Guest 192 168.20.1/24 (DHCP dizabled)

1. Interface TypeiZ # VLAN
2. #7723 Member VLAN 7 if 4= &k

e, ‘l’...? P &N £ P
www.pronet-info.com.tw
" 4 = Gy,




d] Native VLANZ %_

PRONET

B SRMA TION

Send and receive untagged traffic for selected WLAN

w News VLAN

(Guest (192.168.20.1/24)
Internal (192.168.10.1/24) W

et TR HATEIET
i# Send and receive untagged traffic for selected VLAN
1% 3% & X 7_5 Native VLAN mVLAN

=

-s .\h .:‘-

- — W.2R e

www.pronet-info.com.tw
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PRONET
FORMATION

Static Routezk Z_
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-

PRONET

B SRMA TION

Internet

10.1.1.1

10.1.1.2

VLAN 10

192.168.10.0/24
VLAN 20

192.168.20.0/24
VLAN 30

192.168.30.0/24

o3 SN

1. WatchGuard ™ * 4 £ enSwitch 5 L3 Switch
2. NI d A Core Switch= =

3. WatchGuard«=2 7f %k T fa e d im 305 g

v Core Switch

www.pronet-info.com.tw
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Static Routeszk =

B D:\\WatchGuard Confi
Fie Edit View Setup

== ﬂ| Configuration. .. ‘|@ E m|ﬂ a7 .

Firewall  Wobile VPN

4POC.xml- Fireware XTM Policy Manager — O et

Fiter:  Mone v| P T

Order Action I vpe From To
1 .,/ Any-Trusted, Any-Opticnal Any-External
2 X TH-WebUI = ~Opti i

"/ Gateway Wireless Controller... ® Any-Trusted, Any DM!DHEI Firebox
3 ‘/ Any-Trusted, Any-Optional Any
4 v & \WatchGuard WG-Firebox-Mgmt Any-Trusted, Any-Optional Firebox
5 v ek Outgoing TCP-UDP Any-Trusted, Any-Optional Any-External

N
2t:% Network — Routes
i B S W, T a X a3 o
www.pronet-info.com.tw

4y W,



4 Static Routeik z_

—

PRONET

B SRMA TION

1. 2% Add

B Setup Routes >

Route To Gateway Metric Interface Add... 2 " DeStI n atl O n Type i%T ﬁ

I Add Route x RBFF}!;I;B Network I PV4
Route Type: |5tatic: Route w 3- Route to ﬁ;? hN F\ %"K VLAN f‘\}% ‘E))‘L
Destination Type: 2. Il Network IPv4 e ]

Route To: 3.'192.168.10.0!24 I 4. Gatewayﬁ;f] » Core SWltCh‘lj':'J’,g;!:v
Gateway: 4. I 10.1.12 I
1H IP Address

Specify interface: | v|
[ ok || cancel || Hep | 5. fg%:;gOK

www.pronet-info.com.tw
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di? Static Route®% Zfrin

PRONET
FORMATION

I, Setup Routes x

Route To Gatewa Ietric Interface

Edit...

Remove

2 Cancel || Help |

1. rr:nStatic Routezx z_
2% OK

TN, e ST 63 P
www.pronet-info.com.tw
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PRONET
B CRVMA TION

DNS Server 3%k Z_

L
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Firewall DNS ~ WINS#*% #_

B Network Configuration X

K EDNSF g 4 +

Interfaces Link Aggregation Bridge WLAN Loopback Cridoe Frotocols WINS/IDNS  Dynamic DNS  Multi-WAN — PPPoE

DMS (Domain Name System) Servers

)

"“3@

I

Domain Name:l pronet-info.com.tw I 1. | B Enter IP Address for the DMS Server x
DNS Servers: 168.95.1.1 -

5 S 1
i | | 1. @*J »~ Domain Name
, — | 2 = (IPv& or [Pv5 address)
o - o= .
[] Enable DNS Forwarding (Fireware 0S v11.12.2 and higher) Cancel 2 . fg\!:' B * Ad d
Lizsten on all Trusted, Optional, and Custom interfaces - | Select... 4
: S
Conditional Forwarding 3- ﬁ?ﬂ] )\ DNS I P Address
Domain DNS Servers
[
4, 2L:EOK
Add Edit... Remove A
5. ﬂiﬂ »~ WINS Server IP
Enable DNS Forwarding Logging
. " . N o Y .y
WINS (Windows Internet Naming Service) Servers 6 . g‘!;. 3£ O K = r:,\, ‘;k ,:L
5
6.
| oKk || cancel || Hep |
d ‘-‘—l!— = '\-. .'*..-/' P

www.pronet-info.com.tw
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PRONET
FORMATION

Muti-WAN % #c2k 2
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d'g Muti-WANz %_

— -

PRONET

B SRMA TION

. Metwork Configuration >

Interfaces Link Aggregation Bridge WLAN Loopback GBridgs Profocols WINS/DNS  Dynamic DNY Mult-WAN EPPPoE

Multi-WWaAN Configuration

Select the method to route non-IPSec traffic among more than one external interface. Click Configure to set more properties.

Routing Table o Configure...
| - 1
Round-robin

Failover

Interface Overflow
he status of each external interface. By default, the Firebox pings the default gateway of the

' | Routing Table

Muti-WAN*7 3% 53¢

1. Round-robin — ¢t R % :E &

2. Failover— % 1 & St ? %71 ¢ 7431 ¥ - if

3. Interface Overflow — Loadingf e s i, if oL

4. Routing Table — iy Policy 2| $7& 3 o8 — 1% 4 *h s

www.pronet-info.com.tw
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q Muti-WAN3K Z_

PRONET

B SRMA TION

Hehsmps v FiEPing 2 &1 P PRI
227 P RRNEEMEELT Y ¥
AHE R HEH - ERE

-
m
r / ) B_
1. ﬁ%l 5 é/F'JETﬂPlf_'._E_
- = ok = v s
[ATcP |PAddress | | 59120145169 | Port 805 2. 2K ,;1:\];{ /EIJ R FE 14 & 7 :}f_’ mp‘:‘? R
[[] Both Ping and TCP must be successful to define the interface as active
2 e
Use these settings for External: ;F: ‘-’K ’B
Probe Interval: Seconds
L I 2~ .
Deactivate After: Failures = 15%’/ ‘/E'J ‘E_,é — =X
Reactivate After: SuCCEsses

Link Menitor  advanced

Select a method for the Firebox to use to check the status of each external interface. By default, the Firebox pings the default gateway of the
interface to check if the interface is active.

External Interfaces: Settings: 1.
External
CHT

Moniter External by:

=] Ping |IPAddress v| |153.95.1.1 |

hJ

PR A P4 3w A AER
3. 50K

oK Cancel || Help |

www.pronet-info.com.tw
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Colicy 3R =
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WatchGuard Policyf&#f

I Add Policies X
Packet Fiters New v
B Proxis WatchGuard Policy4 3 T 5|= #
- i Explicit-proay 1 AL S
8 FTP-proxy S— 1. Packet Filters — WatchGuard = & =
;_ H323-ALG —
&= HTTP-pro; m
@ HTTPS prony o ¥ * erService > 8 * X ikdy
(@ POP3-proxy
@ SP-ALG rﬁ) ‘f\;}‘& I & LmPRjZ» °
- SMTP_proxy
- @ TCP-UDP-pro: e s
..... cosom 2. Proxies — Proxy Policy™ % Z_p % i
o FRHEFF NG T BRT &
- Detais i * Proxy PO|Icy1E‘- K E_o
Port Protocol
3. Custom — ¥ p 72& = & X Z_Porte
FIRFEE & o
Add... Clozse Help

www.pronet-info.com.tw
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WatchGuard Policy %+

File Edit “iew Setup Metwork FireCluster PN Subscrigtion Services  Help

EAEBH|IV+HX|ZPER|OALNA TEMNDEL?

Firewwall  hakile PN with IPSec
Fitter:  Mone

Order £ Action Policy Mame Policy Type Fram To Port
1 / & FTP FTP Arny-Trusted, Any-Optional Ary-External tope 21
2 » ——HTTP HTTP Any-Trusted &rry-External topE0
3 / o WatchGuard Web L WG-Firesvare-X Th-webUl Arny-Trusted, Any-Optional Firehox top 80580
4 / .,efji Ping Ping Any-Trusted, Any-Optional Ay icmp (type: 8, code: 259)
o / o WiatchGuard WG-Firebox-hogmt Arny-Trusted, Any-Optional Firehox top 4105 top 4117 toped118
B v S Stgoing TCP-UDP Any-Trusted, Any-Optional Any-External tep0 (AR udpd (Any)

L4

*WatchGuard Firewall ¢ i& ygorder #icF Mg & & {7 (£ *

IJ ‘;\."."_‘_ | 7 :“,‘-‘ i > g - ¥

www.pronet-info.com.tw
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Policy Manual Order Mode

File Edit View Setup Network FireCluster VPN Subscription Services Help

Firewall | Mobile VPN with IPSec|

Fitter: | None - ] ? ?
Order Action Policy Mame Policy Type From To Port PBR App Control Tags
1 v & FIP FTP Any-Trusted, Any-OpAny-External topi2i Mone
2 / o VWatchGua... WG-Fireware-X... Any-Trusted, Any-OpFirebox tcp:2020 None
3 / i Ping Ping Any-Trusted, Any-OpAny ICMP (type: &, ... None
4 / o VVatchGuard WG-Firebox-Mgmt &ny_Trusted, Any-OpFirebox tcp:4105 top: 4. None
5 v wue Outgoing  TCP-UDP Any-Trusted, Any-OpAny-External tep:d (Any) u... None

Add Policy...

Modify Policy...

Delete

Large lcons View

Manual-Order Mode

Policy Tags F

Pelicy Highlighting...

Step 1: WatchGuard Policy3g 2 g g’ #3Kk T Policy"s F » %A A FE S LB
EE o 79 st 42 Ek:E “Manual-Order Mode”

)

www.pronet-info.com.tw
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L

<v Policy Manual Order Mode

B SRMA TION

File Edit View Setup Network FireCluster WYPN Subscription Services Help

EHEH|VH+X(TER(AASZEAN DL ?

Firewall | Mobile VPN with IPS.ec|

Fitter: | None - ] P T

Order Action Policy Name Policy Type From To Port PBR App Control Tags

1 L (= FIP 1P Ao Trueted Anw Oindnw Fwternal top2i
” sbes . Erna

2 Fireware XTM Policy Manager RS S S S m— - mb
3 — i P— = e
4 @ You are about to switch to Manual-Order mode, are you sure you wish to do this?
5

There are two methaods to manually set the policy order. Click a policy to select it, then use the Up and Down

arrows on the Policy Manager toolbar, or press the left mouse button and drag the policy to its new location.

Step 2: T Manual- Order Mode s #-41 L& 2 21 5, » 4 7 15 FPolicy™
TAFETE S AR EREE 2 33?{
4 il L S0 z

www.pronet-info.com.tw
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< Policy Manual Order Mode % 2% =

PRONET

B SRMA TION

File Edit View Setup MNetwork FireCluster VYPM Subscription Services Help

s il i
EAEH|V+X|TER| DA BEANDEL?
Firewall | Mobile VPN with IPSec|
Fiter: | None v] ? 'i"
Order + Action Policy Mame Policy Type From To Port PBR App Control Tags
1 v E FTP FTP Any-Trusted, Any-0OpAny-External topi21 None
2 \/ o \WatchGua... WG-Fireware-X... Any-Trusted, Any-OpFirebox tcp.a0el None
3 4 i Ping Ping Any-Trusted, Any-0pany ICHP (type: &, ... None
4 \/ o \WatchGuard WG-Firebox-Mamt Any-Trusted, Any-OpFirebox top 4105 topi4... None
5 v wue Outgoing  TCP-UDP Any-Trusted, Any-OpAny-External top:0 (Any) u... Mone

w\,

T_% = {¢ Policy Manager+ + & J1 70+ T endige

i

¥ 113 FPolicy g B

il e SV oW 4 T

www.pronet-info.com.tw
P AP T < Gy W




PRONET BB %’; 1) .'%—ji -

1. pFRF P& ¥ 2 _F Internet

2. ¥R ETCP 21,802 2 443 = & Port

i &

SN 2 e NS 3 a
www.pronet-info.com.tw
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4] % Z.Service Group

PRONET
B ORMATION
B D \WatchGuard ConfighPOC xml *- Fireware XTM Policy Manager — O >
File Edit View Setup Network FireCluster WYPM Subscription Services Help
i
EAEH|VH+ X PLR|OA TEA @ ? “v
Firewal  Mabile VPN with IPSec
Fitter: | None v| P T
Order Action Policy Mame Policy Type From To
1 /’ o \ViatchGuard Web LI WG-Fireware-XTH-Webll Any Trusted, Any-Optiznal Firebox
2 v &) Ping Ping Any-Trusted, Any-Optienal Any
3 v & \WatchGuard WG-Firebox-Mgmt Any-Trusted, Any-Optional Firebox
Modify Policy...

Delete

Large Icons View

Auto-Order Mode

Policy Tags >
Policy Highlighting...

Step 1:
Policy Manager% v % + 4 8:% Add Policy

" L el e S e, T o L " E
www.pronet-info.com.tw
iy W




(’d? *® E Service Group

PRONET
FORMATION

B Add Policies

[+~ | Packet Fiters 2
=1

1. zb:% Custom

2. EL:% New

Il

~ Details
Port Protocol

www.pronet-info.com.tw




i =
PRONET
EORMATION
B New Policy Template 1 >
MName:; |Internet_F‘urt |
Deszcription:
Type: (@) Packet Fiter () Proxy
W Add Protocol x 2,
 G—
Type:
Edit...
Protocols:
Remove
Server Port:
.
= CEET.
oK | Cancel | | Help |
L
4 L el W S

3k Z Service Group

Step 3:

1. Name : # » Port Group & -
2. BLiF Add
3. Type : :£ # Single Portz £ _Port

Range

4. Protocols : :5 # #7& & * chgg 3|
5. Server Port : ﬁ%] »~ & & * giPort
6. ZL:EOK

www.pronet-info.com.tw
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3:“\?'

Z_Service Group

PRONET
FORMATION

Mew Policy Template *
K cy Temp

MName: | Internet_Port |

De=zcription: | | Step 4

Type: (@) Packet Fiter () Proxy

1. FERR & dlehPortiy » = =
2. 2L:EOK

[ ] Specify Custom Idle Timeout

www.pronet-info.com.tw
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P ## Policy
o B Add Policy

Zelect a predefined or custom policy template for vour nesw policy.

[+ | Proxies Paolicy Template Propetties
[+~ Packet Fiters
9. Internet_Port
1. Port Protocol
21 TCP
g0 TCP
443 TCP
Description

Manage Custom...

Help

2. Add Palicy... || Cancel

Stepl: 1. B:E A= #7373 HCustom Port
2. BLiET S Add




Mew Policy Properties
Cy P

#73# Policy

Name:l Outgaing Ao I Enahlf

Policy  Properties  Advanced

Internet_Port connections are...

1.

Allowed v | |Send TCP RET

~Fram

Arry-Trusted I

I Ad. I Exit... Remove
| | |

-Ta

'ﬁ' Any-External I

3.

Add. Exdit... Remowve

|:| Route outbound traffic using |SD-W.E\.N Bazed Routing | (Firesware 05 w123 ar higher)

SOAAAN Action

Enable Application Cortral | Global w ' ..

Enable Geolocation okl v B

Enable IPS for this policy

Enable bandwidth and time guotas (Fireveare OS5 w1110 and higher)
I

Proxy action; |

-~

> W N

- Step 2.

Name : s » Policy & 4

From — %k

To— p =

BLEAAD B se kR i B 0 Ao P e

7 & %3¢ > BEToT + Addie 7 2

4y W

www.pronet-info.com.tw
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%73 Policy

Add Address >

Step 3.
Available Members:
ﬂ. Firebox

n Aol 5 P IRREERT L D Internet
ﬂhny—&ternal

g3, Any-SOVEN

3 Any-Trusted - #-Any-Optional 4«
Im Add SNAT.. Add User...

2.
Selected Members and Addresses:

‘ﬁ Any-Trusted

2. Bk Add
-ﬁ' Any-Optional

2L:E Any-Optional » g3k KR e &

N T R R R

Remove

r/

AL PR VR EF o B

bof &b B A

| ok || cancel || Hep | Add Other %% # -

www.pronet-info.com.tw
P Wy e > P




L]
3k Z_Policy Log
B Mew Policy Properties *
Name: |0utguing_AIIDw | Enable
Pnlianced
Policy Type: Internet_Port
Port Protocol
21 TCP
80 TCP
443 TCP
Comment
Policy added on 2017-06-26T09:52:11+08:00.
I Logging and Motification *
2. .
Tags:
Category:
Allowed Packets Send a log message
Send a log message for reports (Fireware XTM OS 11.10.5 and higher}
[[] Send SNMP Trap
[] send notification:
Email
Auto-block sites that attempt to connect
Pop-up Window
[] Specify Custom idle Timeout
Launch Interval: | 1E-: minutes
Repeat Count: | 102
| | Cancel | | Help |
e ok | | Cancel | | Help |
g -
1. 2L:E Properties
4 N
2. #-Send a log message < %2 Send log message for report
- 4 7, Wt AT -3 ]
d S el S LS TR Ng? ' S
www.pronet-info.com.tw
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rEiPolicyx %

B untitled xml *- Fireware Policy Manager — O et
File Edit “iew Setup Metwork FireCluster VPR Subscription Services  Help
SHEH |V X|PLR|OAEA(BEM DT L ?

Fireweall  mobile P with IPSec

Fitter: | Mone v| ? ?
Order Action Palicy Mame Palicy Type From
1 / o WatchGuard Web LI WG-Firesnare-XTh-ehl | Ary-Trusted, Any-Optional Firebox
2 A Ping Ping Ary-Trusted, Any-Optional A

Outegoing_Allow: Irternet_Paort Ary-Trusted, Any-Optional Any-External

s S LIard BN =1 AW LT [ 4] S0y - TPLUETed, S0ty -UIRTana =T

5 v e Citogoing TCP-LDP Ary-Trusted, Any-Cptionsl Ary-External

Policyzk Z_= = 1 & 7+ **Policy Manager

il ‘. o A SO < = 2

www.pronet-info.com.tw
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4 BB b5 =

Internet # ’}f-?ﬁ»ﬂ“
1. Mail Server® 3 & 4F#F PR7%

2. %+ B fZTCP 25,1101 % 443= i Port
B

Mail Server
*k27|P 59.125.120.170
p2RIP 192.168.1.100

www.pronet-info.com.tw
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4 3k ¥ .Secondary IP Address

PRONET

B SRMA TION

B Interface Settings - Interface # 0

1. N
pue. ] Seeomaay 2o o adance 1. »vExternal Interfacegk:g + =

Add IP addresses for this interface to use. The Firebox will use these addresses to route traffic to the correct network. “ou can use the additional
addresses for Static NAT rules in Firewall Policies. S d
2. econdary
I Add I
= 2. miEAdd
I Add a secondary network X . ,Tv‘\]:" 33

Edit

PAsasss | 3125 oo - 3. i » IP Address{r— et i
3.
4. 2% OK

[ ox |' Cancel |

Note : & B *x¥f b P73+ enlP % 2 ¥ 4 3% T 47 External Secondary IP Address

www.pronet-info.com.tw
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4P #73 Service Group

PRONET
FORMATION

K. Mew Policy Template * l_ %’-’riéﬂ' TCP 25’110|1 24 443

MNarme: | Mail_Server |

Service Group

Description: | |

1] 2P
Type: (@) PacketFitter () Proxy 2 ‘T;é:'lﬁ OK

Protocols:

TCP:25
TCP: 110
TCP: 443

[ ] Specify Custom ldle Timeout
2.

e

e, g a2

PO Sa e = -

www.pronet-info.com.tw
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A 575 # * FRFEPolicy

PRONET

B SRMA TION

I Add Policy pt

Select & predefined ar custom policy template far wour new palicy.

Proxies Palicy Template Propetties
G- Packet Fiters
- Custom hail_Server
e Intermet_Port
s Part Protocol
25 TCR
110 TCP
443 TCR
De=cription

Manage Custom. ..

| aad Poicy... || Cancel || Help |

Step1: 1. g 375 «hService Group

www.pronet-info.com.tw
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L

—

PRONET

AT3 ¥ *F JR33-Policy

K. Mew Policy Properties E
hame; |MaiI_Ser\-'er| | Erable
Policy  Properties  Advanced
lail_Server connections are...
Allowed v | | Send TCP RST v|
- From

'ﬂ Any-Trusted

Step 2.

1. Name: ﬁi%l » Policy & #-

Add. Edit... Remowve

2t:% Any-External

rTo

'ﬂ Any-External I

2.

2L:% Remove

2L Fromf =T 2 Add

2.
3.
4.

Add.. Edit... Remowve

|:| Route autbound traffic using ‘SD-WAN Bazed Rowting - | (Firerwvare OS5 w123 or higher)

SOAAN Action v| B B
Enable Application Contral: | Glabal ke r ..
Enahle Geolocation Global w r Y

Enable IPZ far thiz palicy

Enable bandwvidth and time quatas (Fireweare OS5 w11 10 and higher)

. Promy action:

- |

B www.pronet-info.com.tw
3 Ly ™,




PRONET
FORMATION

Add Address

EE XK

‘ﬁ Anv-External
-ﬁ' Any-Trusted
‘ﬁ Any-Optional

1.

L

SOSSNAT. | Adduser. || Addother. | 3.

Selected Members and Addresses: Remove

@ 2ny

3.
= == e

i —
el TSI

y, »
hadl

PR B A IR ePolicy o kR % iE

#Any
gL:% Add
2k OK

. 7

ed
-t

~

.

www.pronet-info.com.tw



® T SNAT

2

PRAONET
I Mew Policy Properties x
Marme: |MaiI_Ser\-'er | [+] Enabile

Policy  Properties  Addvanced

Mail_Server connections are..

|Alluwed . ‘ |Send TCPRET . |
%4 Toly 7 Add
-From ‘\“ Si TO '._.— A
@ oy
Addd. .. Edit... Remove
rTo
'ﬁ. Mone I

I Eddt... Remove

[] Foute outhound traffic using |SD-WAN Bazed Routing ‘ (Fireware 05 w125 or higher)

SDAWAN Action v‘ B B
Enable Application Control: | Glabal L ' ..
| Enable Geolocation Zobal v| B B

| Enable IPS for this palicy

Enable bandwidth and time gquotas (Firesseare 0% w1110 and higher

- Proscy action: ~ | EF B

www.pronet-info.com.tw
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4P ¢ % SNAT

B CRVMA TION

2

Add Address >
Available Members:
'. Any ~
'@' Firebosx

ﬂ' Any-External f%h 3%? Ad d S NAT
-ﬂ' Any-Trusted
ﬂ' Any-Optional

f‘.i‘ Anv-B

N W

Selected Members and Addresses: Remove

| oK ||Can::e||| Help |

www.pronet-info.com.tw
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® T SNAT

PRONET

B CRVMA TION

B SMAT e

Add, edit, or remove an SNAT or Server Load Balancing action.

E > e al P
Edit... SNAT 4R i r*é:'l‘t Add
Remove
The selected SNAT action will be added to the policy.
oK | Cancel | | Help |

www.pronet-info.com.tw




dp &% ZSNAT

B CRVMA TION

B Add SMAT

Configure an SNAT action with a unigue name and add ocne or more
MAT members.

S
Description: | 2. 2L:% Add

(®) Static MAT () Server Load Balancing

SHNAT Members:

OK

www.pronet-info.com.tw



4 K TSNAT

2

B Add Static NAT

External/Cptional IP Address: |§59.125.12-D.1?{1

P 1. >+ 4 585 H :E 3% o %P Address

wternal P Address: 5 2. 4 ~ Server Private IP Address

[] Set internal port to a different port 1= 3 Q‘!:, l%e O K
»~ .

-

(Static MAT for an Optional IP address reguires Fireware
XTH 05 v11.8.1 or higher)

3.

www.pronet-info.com.tw
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P FEP #HIPEAR T

PRONET
FORMATION

1. FEinph *F IRIP¥ R 2

X

B Add SNAT

R
Configure an SNAT action with a unique name and add one or more 2 . f%hlﬁ OK
NAT members.

SMAT Name: |MaiI_Ser'.rer |

De=zcription: | |

(@) Static MAT () Server Load Balancing

M
wa 99125120170 —= 192.168.1.100

S e

LS50 NG ST 4
www.pronet-info.com.tw
" 4 = Lip ™ R,




AP 2 & SNATZ: %

PRONET

B CRVMA TION

X

I SNAT

1. F3uSNAT % 4L
2. 2L:% OK

Add, edit, or remove an SNAT or Server Load Balancing action.

vailserver |

1.

g

The selected SNAT action will be added to the policy.

= | Cancel | Help

www.pronet-info.com.tw
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& FEIRP s SNATH 2

Add Address b4
) > ) ) > -~
Available Members: 1. Fezd P oends SNATZR 2
. Any ~

ﬂ' Firebox 2 fgé:'}:g OK

'@' Any-External
ﬂ' Any-Trusted

ﬂ' Anv-Optional

% Anyv-BOVPN v
Add | AddSNAT. || AddUser. || Add Other..

Selected Members and Addresses: Remove

4 Mail_Server (Static NAT)
59.125.120.170 —> 192.168.1.100

3

- | il
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Mame:  Mail_Server ‘ [+] Enaile

Policy  Properties  Advanced

Mail_Server connections are...

|Allnwed W | ‘Send TCR RET . |

~Fram

@ oy

Ao Ediit... Remaove

~Ta

g nEwSnat 1 (Static HAT)
ad 59425120170 = 1921681 100

A Edlit... ReEmave

|:| Route outbound traffic using |SD-W;H-.N Bazed Routing | (Firesvare 05 w123 ar higher)

SOVAN Action v Y B
Ernable &pplication Contral, | Global e ' ..
| Enahble Geolocation Global w ' M

| Enable IPZ for this policy

Enable bandwidth and time quatas (Fireweare 0% 11 .10 and higher)

Procey action: | v| ' ‘-

% = ¥ ¢t JRFZFPolicyk 2

1. rxzPolicyzk 2
2. 2L:iE OK
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d'g % 2% SNAT POLICY & &

-

PRONET

B SRMA TION

| B untitled xml *- Fireware Policy Manager - O X
| File Ecit “iew Setup Metwork FireCluster WPMN Subscription Services  Help
i Firewwall  tokile YPM with IPSec
Fiter: | Mone i ? T
Action Palicy Mame Palicy Type From Ta
/ o VistchGuard Web LI WiG-Firevyare-X Thi-AiebL| Ary-Trusted, Any-Optional Fireho
,/ -.jfi'l Fing Fing Ary-Trusted, Any-Cptional Ay
B: o CLtgning Al Internet Port Any-Trusted, Any-Cptional Ary-External
Mail_Server Mail_Server 089125120170 --= 1921651100
PRES) (el gL M EET e PRI o | ST a T T k44 = - 'l"lil L ] by,
L/ o Outgoing TCP-LIDP Ary-Trusted, Ary-Optioral Any-External
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4] % T Application Control

PRONET

B SRMA TION

B D)\WatchGuard ConfighPOCxml *- Firew
File Edit View Setup Network FireCluster VP

EHEH|V+ X|2LR
Firewall Mobile VPN with PSec S >_ 2 'é!‘!:-&pg App|lC&tIOn COntrO|

Intrusion Prewvention...

1. Subscription Service

spamBlocker

WebBlocker ¥ L
Order Action Policy Mame Quarantine Server... i
1 v -' WatchGuard Web Ul v Reputation Enabled Defense... ;
3 pi

; 5@ :.3: ;Iztgguing_ﬁlluw ﬁ SITELEET O ::
4 v o Mail_Server [l Geolocation...
5 v @ WatchGuard v 7, "

[rata Loss Prewvention...

APT Blocker...

Threat Detection...

4 ____A_;%'A 20 7',:.:~ i -
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A 4 8lGlobal Policy

PRONET
FORMATION

Application Contral Actions >
K App

Actions  Policies

Policies

1. 2k:iE Global

2. 2L:% Clone
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2% Z_Application Controlsz %
“H

BOF & F e A2

R RES TR E O
A2 5

2% OK

2 o 2 - -
e : £ ICation contro
. -

I Clone Application Con >

Name: Company_Pleicy 1. |

Description: |

(® Show all applications 2.

O Show only configured applications Category: | Al w | Search: |§ facebook

[ Action

Social networks Facebook Comment Access i Application Control Configuration X
Social networks Facebook EditProfile Access

Social networks Facebook Game Access Application  Facebook

Social networks Facebook Like Access & —— =

Social networks Facebock Mediallpload Transfer alegary oealnetwar 4.

Social networks Facebook Message Communicate, Transfer ; : —

Social networks Facebook Plug-in Access @ et the action for all behaviors
Social networks Facebook Post Access O Set the action for specific behaviors.

Social networks Facebook Share Access

Social networks Facebook Video Media Authority | Drop ~ |

Access | Drop ~ |
~ ==
T
v -
- of =d®
- e & i
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I, Clone Application Control Action X
Name: |Cumpany_PInicy |
De=scription: | |
(®) Show all applications
() Show only configured applications Category: |AII ~ | Search: I:l
Category Application | Behavior Action |
Business tools Aspera FASP Transfer Y
Business tools Citrix Authority, Access
Business tools Docker Connect
Business tools Eastmoney Authority, Access
Business tools IBKM HTTP Connect
Business tools Microsoft Lync Authority, Access
Business tools Wicrosoft Office 2013 license Access
Business tools Wicrosoft Office 3565 Authority
Business tools Wicrosoft 05 license Access
Business tools Wicrosoft Remote Web Workplace Connect
Business tools Wicrosoft Store Acy Access
Business tools Radacct RADIUS Conne
Business tools WatchGuard Authentication Ac... Connect
Business tools WatchGuard CLI Connect
Business tools WatchGuard external Webblock... Connect
Busziness tools WatchGuard Security Event Pro... Connect
Busziness tools WatchGuard Web Management Ul Connect
Business tools WatchGuard Webblocker datab... Connect
Busziness tools WatchGuard WSM Management Connect
Busziness tools Webex Authority, Access hd

Select by Category... | Clear Action Edit...

When application does not match: |Allnw connection w

oK | | Cancel | | Help |

2t:% 7 * Select by category

a i e S e, T el g E
www.pronet-info.com.tw
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B Select by Category x

Application-specific actions take precedence over category actions

[] Business tools |Drup e | [] Database tools |Drnp e |
|:| Email mes=saging services | Drop e | |:| File =haring services and tools | Drop e |
|:| Instant messengers |Drup e | |:| Inwvestment platforms |Drnp e |
|:| Media streaming services | Drop e | |:| Network protocols | Drop e |
[] Metwork Protocols(1) | Drop w | [] Metwork Protocols(2) | Drop w |
[] Metwork Protocols(3) | Drop w | [] online games | Drop w |
Peer-to-peer networks [] Private protocols |Drnp w |
|:| Remote access terminalz | Drop e | |:| Security update tools | Drop e |
[] Social networks | Drop e | Tunneling and proxy services

[] VolP services | Drop w | [] Web instant mes=engers | Drop w |
[] web services | Drop e |

oK | | Cancel | | Help |

VR S o R ) A A
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Application Control Profileik z_% =

I Clone Application Control Action *
Name: | Company_Ploicy |
Description: | |
(®) Show all applications
(") Show enly configured applications Category: |AII w | Search: | |

Category Application | Behavior Action |

Buszinezs tools Aspera FASP Transfer ~

Buszinezs tools Citrix Authority, Access

Business tools Docker Connect

Business tools Eastmoney Authority, Access

Business tools IBK HTTP Connect

Business tocls Wicrosoft Lync Authority, Access

Business tools Wicrosoft Office 2013 license Access

Buszinezs tools Microsoft Office 355 Authority

Business tools Wicrosoft 05 license Access

Business tools Microsoft Remote Web Workplace Connect

Business tools Wicrosoft Store Access

Business tools Radacct RADIUS Connect

Business tools WatchGuard Authentication Ac... Connect

Business tocls WatchGuard CLI Connect

Business tools WatchGuard external Webblock... Connect

Business tools WatchGuard Security Event Pro... Connect

Business tools WatchGuard Web Management Ul Connect

Business tools WatchGuard VWebblocker datab... Connect

Business tools WatchGuard WSM Management Connect

Busziness tools Webex Authority, Access A
Select by Category... Clear Action Edit...

When application does not match: |Allnw connection

,2e

| Cancel || Help |

[

Prd i 42N K T4 2 1 B3R OK = & Application Profilezx %
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4P &% Z Application Control& % #* ¢Policy

PRONET
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Application Control Actions
i Appl | X
e . -
Select action v 1. ,2!9333_} = Policies

Select action

Mame Action 1
Mone 2. ,ég\‘!:'éf‘g ﬁ #* ﬁ’JPOIICy

MWone

; one

Fin ’ one ny_Ploi S U . . 2

Wai:hGuard :une —_— 3' %/:\-T t‘}\‘ 3‘%’ E 3&:#& 'Q ‘?‘ * e

WatchGuard Web Ul Mone 3. . . .
Application Control Profile

4. 2Lz OK

Signature version 4.738 Update Server...

4,
=l
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B Da\WatchGuard Config\POC.xml *- Firewa
File Edit View Setup MNetwork FireCluster “WPN

EHEH|YV+ X|ETLR

Spamoincler

Firewall | 1oble VPN with PSec S : 1. Subscription Service
- . .
2. BL:%¥ Intrusion Prevention

Order # Action Policy Mame Quarantine Server...

1 -../ o \\atchGuard Web Ul v Reputation Enabled Defense...  amy-0p
2 4 &' Ping ) any-0p
3 \/@ e Dutgoing_Allow Ir e lmlbs S sl \ny-Op
4 v o Mail_Server M Geolocation...

s v o \WatchGuard v Application Control... any-0p

Data Loss Prevention...
APT Blocker...
Threat Detection...

L, e ST P
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B Intrusion Prevention Service =

Settings  Policies

Enable Intrusion Prevention § 4

Scan Mode: () Full Scan (@) Fast Scan

e Alsrm Log 1. 3 :% Enable Intrusion Prevention
I criial | |prop v O
High Drop i = 2. B-& R l‘yg Rk 3 &é’a‘& Drop
Medium A O
I Low Alow v| O
I Information |AIH:|~H v| 0 0

Naotification... Notification: None

Update Server...

Warning: Automatic updates are disabled for Intrugion Prevention Signatures.

| oK | | Cancel | | Help |
— W, R n b}
- I ‘.; ""“ <3 es Ng?
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d] E# & £ 7 ehPolicy

PRONET
EORMATION
Intrusion Frevention Service *
|
= R ..
1. 2% + > Policies

Select action ~

Name IPS - . » 2 H
LHai_Senrer i 5 ||_-quEnﬁhlad I 2. ,gl-‘!i-l%y EE E’TJP()Ilcy
Outgoing_Allow . Enab|i=abled -

Ping Enabled = AT o 2\ g 8 g
WatchGuard Enabled 3' t :J[-:—J( B E A8 =S j% ‘Q F;!F H‘E
WatchGuard Web Ul Dizabled .
i B Policy
4. 2% OK

4. I| oK | I Cancel | | Help |
- Vg e cue e T - :
< — SRl T S TN e . _s=
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cy IPS ] ¢} '}%‘E‘f.‘{ T

B SRMA TION

B Intrusion Prevention Service bt
:
Settings  Policies -
B Signature Exceptions * I g =
[] Enable Intrusion Prevention 1 %‘!:'% Exce ptlon
Signature I Action Alarm Lo
Scan Mode: () Full Scan () Fast Scan 0 I C
I A ': y 2 S'
Threat Level Action Alarn o 4 t I D
2. i ~ & P& anSignature
| 0
0 3. ki Add
. Bhix

e 0

|- O 4. #t:% OK
. Bhixp
| e 0
1L,
Exceptions: None
Notification: None
2. 3.
JTITEEEEL Signaturel]| Add |I Remove
Warning: Automatic updates are disabled for Intrusion Preve
Action: | Allow ~ | []Alarm []Log
4.
I T

oK || Cancel || Help |[

Note : Signature ID¥ *+System Managerz ¥_ a3 % ¥ %33

i
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Jk? Traffic Manager#. B

PRONET

B SRMA TION

WatchGuard Traffic ¥ i3 T 5| 833 AR FR 2
1. FIp 0= BIPF @& % g oA 5

2. RPN IR BIPRA F RN AT B

3. LR B A2 R
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k< # Traffic Manager

Step 1:

B D)\Watch onfighPOC xml #- Fireware XTI Policy Manager aL 7
File Edit View Etwurk FireCluster WPN Subscription Services Help 1 F‘é:'l‘ﬁ Setup
1.
= H = System... 3“%&.5”3%? i
= 2. 2% Global Settings
Firewall Mobile Feature Keys.. F ' F-‘!:'lﬁ g
Aliazes. .
EH  Logging..
Order # Acl Authentication » | Policy Type
L v Certificates. . reware-XTW-Webll Any-Trusted, Any
2 v : Any-Trusted, Any
3 v = Actions > E_F'nrt Any-Trusted, Any
4 v Default Threat Protection ¥ Any
5 \/ rebox-Mgmt Any-Trusted, Any
SNMP...
Technology Integrations. ..
Managed Device Settings... M
05 Compatibility... 22
. .4 v gl - ]
d S el S LS TR Ng? ' S
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k< # Traffic Manager

B Global Settings ®
1 Step 2.
General Metworking § Logon Disclaimer

ICKP Errer Handling

1. 2k:iE Networking

=T

Fragmentation Reg (PMTU) Host Unreachable

P H
e L 2. zkiF Enable all traffic management
Metwork Unreachable Protocol Unreachable |

7cp Setings and QoS feature

Enable TCP 5N packet and connection state verification

TCP connection idle timeout 33qu| |3Bound3 > 3 il 35‘;‘7 OK
-

TCP maximum segment size control

(@ Auto Adjustment

() No Adjustment

TCP MTU Probing (Firewware XTM OS5 v11.9.5 and higher)
(®) Disabled

() Enabled only when ICMP network issues are detected

() Always enabled

Traffic Management and QoS

I Enable all traffic management and QoS features 2.

Traffic Flow

|:| When an SNAT action changes, clear active connections that use that SNAT action

www.pronet-info.com.tw
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3k Z_Traffic Manager Profile

. D:\WatchGuard ConfighPOC xml *- Fireware XTM Policy Manager
File Edit View etwork FireCluster VPN Subscription Services Help

2 4=

Firewall Wobile

System...
Feature Keys. .. F

Order *

AL AR SN

Aliases...

3% Logging...

Authentication

L

Certificates...

)
Default Threat Protection 3
SHMP...

Technology Integrations...

Managed Device Settings... M

| ZHE A E L ?

Policy Type

reware-XTH-WeblI Any-Trusted, Any-(

ed, Any-{
Management.. |_y' o
Proxies. ..
WebBlocker... ted, Any-{
Schedules...
SMAT...

Quotas. .

Global Settings. ..
05 Compatibility...

Step1:

Setup — Actions — Traffic Management

4y W
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tpﬂ? 3k Z_Traffic Manager Profile 2

PRONET
FORMATION

B Traffic Management Actions *
Step 2 :
:
Clone...
Edit... 'g‘!;lf’gAdd
Remove
[om] [ |
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3k Z_Traffic Manager Profile

PRONET
Step 3.
B Mew Traffic Management Action Configuration >
. . G, e
- 5 | 1. 3% ¥ Traffic management Profile & f-
peseripron 2. 1z #Profile Type
, 3. Maximum Bandwidth : & < #2 % > £ *#

I

i o — s Profile Policy ¢ » o i 1

e o] e < 4. Guaranteed Bandwidth : =4 % » £
* 3] ¢t ProfilesnPolicy 3 5 # & * crp
2 - g
| ok |} cancel || Hep | (8 h
- 5. B 0K

www.pronet-info.com.tw
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Traffic Manager Profile Typeii p#

1. All Policies— & S Vi n & 2 % 3

B Mew Traffic Management Action Configuration >
| iz % Profiles-7Policy + F Share 13 =_
Mame: SMB
Description: ';’3,'7'}11;?‘ E‘
2. Per Policy — I L 4 ¢ & | Policy &
Typd| Al Policies * 7z BProfile’y = v i * A2k T
. . All Policies
Maximum bandwidt Per Policy Eﬁ‘ﬁ;‘é‘ E—
Guaranteed bandwidthll (Per IP Addrezs
3. Per IP Address — Policycl = - BIP
rAGRED’ Rl St e s
oK || cancel || Hep |

www.pronet-info.com.tw
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(%? Per |IP Addressik Z_

PRONET
FORMATION

WL Mew Traffic Management Action Configuration X
Hame: SMB
Dre=cription:

Type: | Per IP Address o |
Maximum bandwidth: ] ; Mbps -
Guaranteed bandwidth: DE Kbps -
Maximum instance: EEEE
| ox | | Cancel | | Help |

Type % Z_Per IP AddresspF » Maximum instancezx 7256

www.pronet-info.com.tw
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4’ Traffic Manager Profile £ * % Policy

=)
PRONET
EORMATION
K. Edit Policy Properties s
Name: ‘Uutguing_Alluw ‘ Enable

oty properee] Advance | 1. 1. %#EPolicyztiE Advance
Schedule: | Always On v . )
Teafhc Management Actons 2. Traffic Management Action ® iE ## 3K ©_
5. Forward (From > To):} | 5MB v
Reverse (To = Fromy:| |5MB v ¥ P rOflle

3

Connection Rate (per second)

| No Limit w

|:| Alarm when capacity exceeded Netification...

| Forward — + @4z %

|Useglnhalseﬂing ~ ICHMP Setting... Reverse T ;\; 'J'};FI: %

NAT QoS Sticky Connection

1-to-1 NAT takes precedence if the traffic qualifies for both rules.
1-to-1 NAT (Use Network NAT Settings)
Dynamic NAT

(®) Use Network NAT Settings

() Alltraffic in this policy

Set source IP

0K || Cancal || Help |

www.pronet-info.com.tw
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4 Ect SSL VPN =2

PRONET
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K. D2\WatchGuard ConfighPOC.xml *- FgawareTM Policy Manager
File Edit View Setup Network FireCluste ubscription Services Help
= H = H | o+ X | = & Branch Office Gateways... [H ., 7

Firewall Mobile VEN with IPSec Branch Office Tunnels...
i Create BOVPN Policy...

BOWVPN Virtual Interfaces...

Order ¢+ | Action Policy Name IKEv2 Shared Settings... Froi
-' 1.|"|TI'ELt|:h-l3-u ard Web Ul Phase2 Proposals... rusted, Any-Optiona
i Ping cito Aedinng

L= {=H3u Outgoing_Allow IPSec...
e Mail_Server

o \atchGuard

AN LN

WPN Settings...

Step 1:

VPN — Mobile VPN — SSL

www.pronet-info.com.tw —
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kx# SSL VPN <

s

T

RO
. Mobile VPN with SSL Configuration

When you activate Mobile VPN with S50, the "SS5LVPN-Users” group and the "WatchGuard SSLVPN® policy are
i : =L connections from the Internet to the external interface.

fictivate Mobie VPN with S50 S 2 .
2 1. tep 2 :

General Authentication Advanced

[ — 1. 4 i Active Mobile VPN with SSL
r Networking and IP Address Pool & . . . . - 3‘3:‘: ﬁ 'Q :J[ft f’i'—':“%\l:\" SSL VPN@ f’ﬁ E'ﬁIP

Choose the method the Firebox uses to send traffic through the VPN tunnel. Select Bridge VPN traffic
if you want to bridge the user to a network you specify. Select Route VPN traffic if you want the
Firebox to route WPN traffic to specified networks and resources.

Routed WP traffic o
7 iE M ETE 0 g RSSLVPNe 7 o7

[] Force all client traffic through tunnel 3

@ Allow access to all Trusted, Optional, and Custom networks 2 — _ .
-2 P8 g 5 VPN Tunnel -

O Specify allowed resources

N

Force all client traffic through tunnel —

w

~
”

P

4. ﬁ%l >~ SSLVPN#7# 11 2~ e1lP Pool

o Add... Remove

rVirtual IP Address Pool

Enter a subnet that is not used by computers locally connected to the Firebox. our Firebox
allow s 65 Mobile WPN with SSL user(=§.

192.168.113. 0/24 4.

Cancel Help

www.pronet-info.com.tw
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SSL VPN DNS % #% %

B Mobile VPN with S5L Configuration X

PRONET

B SRMA TION

When you activate Mobile VPN with S5L, the "SSLVPN-Users" group and the "WatchGuard SSLWVPN™ policy are
created to allow Mobile VPN with SSL connections from the Internet to the external interface.

Activate Mobile VPN with SSL 1 . '?;‘!:r i%? Ad Van Ce

General Authenticatiorl| Advanced | 1.
2. ﬂi%] »~ DNS Server IP » Client:i &

Authentication: |5HM - |
pesezosn ] SSL VPN # ¢ B~ % :5DNS IP
Data channel: |TCP v | : | 443@| -

Configuration channel: TCP :
Keep-alive: Interval: seconds

Timeout: seconds
61 E minutes

Renegoetiate data channel: Interval:

DNS and WINS Servers

Domain name: |_2_ |
O servers: |192.168.1.100
WINS servers: R R

Restore Defaults

e 5 =
4 “‘: g P . S~

www.pronet-info.com.tw ]
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R T SSL VPN;ii sn t& 5L

B D\WatchGuard ConfighPOC xml *- Fireware XTM Policy Manager
File Edit View etwork FireCluster VPN Subscription Services Help

== Syztem... ﬂ“%ﬁ,ﬂ”ﬂ_g?
Firewall Mobile Feature Keys. .. F
Aliases...
% oooino
1 v Certificates. . Authorized Users/Groups...  ny-Trusted
2 v ny-Optiona
5 ‘/ Actions 3 Web Server Certificate... ny-Optiona
! v i Default Threat Protection 3 Authentication Seftings... ~ ny-Optiona
£ v
g v NTP... Hotspot... ry-Options
7 v SHNMP... SSLVPN-Users (Any)
Technology Integrations...
Managed Device Settings...
Global Settings...
0% Compatibility. ..
Setup — Authentication — Authentication Server
~~ N e z
4 ol PN s L~ ~ =
www.pronet-info.com.tw
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#78 SSL VPNid 4 HE 3,

B Authentication Servers X

Step1:

¥! RADIUS SecurlD LDAP Active Directory

/| Enable Firebox Internal Database m -4 Ad d
» zﬁ

["] Enable case-sensitivity for Firebox-DB user names

rUsers

ﬁ

I IEd'rt... Remove

r User Groups

SS5LVPN-Users

Edit. | | Remove
Account Lockout

www.pronet-info.com.tw
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4 373 SSL VPNl 4216 5

PRONET

B SRMA TION

B, Setup Firebox User *

r User Information

Step 2.
= L b g

|
_ |

Passphrasc| GG GG 00GO 00 ! 2. : 2. ﬁ;tj ~ PR %fur‘h%}:’,%
|

Confirmfj @ @00 00000

Session Timeout: BE| | hours ~

3. EL:i% Available™ * SSL VPN-

Idle Timeout: | SDE| |minutes ~ ‘

Users

|:| Enable login limits for each user or group

Allow unlimited concurrent firewall authentication loging from the same account

= 4. BE e = 4 Ef

-

Limit cencurrent user sessions to

When the limit iz reached: ‘ Reject subsequent login attempts R 5

- Firebox Authentication Groups

Member: ﬂiﬁnﬁ

==
5. I oK I Cancel H Help |
~ W, P n ¥
- ca— ‘.; ""“ <3 es Ng?
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it ZDownload SSL VPN Client
% W User Authentication +

6 W 50607178 | hitpe#59.60.7 1780 g gl o giaction=sslvpn_logondestwle=tu_logon xslffe_ logon_type=statnz v (™ | B

PRONET

’ i Username:l
@atchGuard password: |

Login | Reset |

&3 nt 3 https://Firewall External IP Address/sslvpn.html
7

ALY

www.pronet-info.com.tw
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Ay T ERERT RV

-
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Items available to download

Mohile VPN with S5L client software for Windows

Ise this client to make a secure WPH connection to the
company network from a Windows computer.

Mohile VPN with S5L client software for Mac

/‘ ze this client to make a secure WPM connection to the
: company netwark from a Mac computer.

Maohile YPH with 55L client profile

SSLWPMN client that supports .ovpn configuration files.

-
ﬂ Importthis profile to enable a secure WPM connection from any

NS SRR SR

www.pronet-info.com.tw
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AP % %% = SSL VPN Client

[d
Mabile VFN
with B2L client

TREER L2 b HRSSL VPN Clientshfl 7 - B s
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1p % & % =+ SSL VPN Client

— -

PRONET

B SRMA TION

W’ WatchGuard Mobile WPMN with S5L 4
WatchGuard
Firebox SSL
Server: [59.120.145.169 M
User name:
Password:

I~ Automatically reconnect

¥ Remember password

Connect Cancel |

Yersion 12.2.0 [Build 597644

ﬁ.j » Firewall External IP AddressiZ 2 168 % 78 » 2_ {33 T Connect

www.pronet-info.com.tw
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PRONET

e CAWindowshsystem 32 md .exe

: TAP-Win3d2 Adapter U7
: BB-FF-95-AF-74-E%

1 Eaf R de L ALIC S A0 0anads 35 38  [RIFEETED
i 192.168.1008. 2 {RIFEEIE>

= ADD.£D00.£00.8

: 20127 H1?7H T4 @3:15:52

: 20137 H17H T4 83:15:56

P {RJpEE : 192.168.1008.254
DHGPu6 1ATD : 520159125
DHCPu6 F B : 9B-B1-B8-81-15-92-24-BA—-B6-1F—16—2F-BA—AF

DNS & fRas : fecB:@:@:fFFFzz1xl
fecB:@:B:FFFFzz2x1
fecP:@:@:FFFFz:3x1

MetBIOS over Tocpip

HER B

VPN 4t & 5 {5 ¢ #® |- £192.168.100.x e & P+ §
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Dimension Report#% £
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Jﬁ? WatchGuard Dimension Report#.p

PRONET

B SRMA TION

WatchGuard Dimension Reporting System® % 23t 7 7 i % & sL#
1. VMware ESX

2. VMware ESXI

3. Windows Hyper-V
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HEER RRA.: 2.1.11m

BEERRAE T B WatchBuard Technologies, Inc.

A E

Bg=E At B & WatchGuard Techmologies, Inc. (ESHAPEIE)
TF#EEE: 4757 WB
1130t L 1.0 GB (¥&ERTME)

43.0 GB (EEHE)

HEH: WatchGuard Dimension is the next-generation platform for managing WatchGuard physical
and wirtual integrated security solutions. It iz delivered as a wirtual appliance for
simple deplovment and configuration. WatchGuard Dimension offers a rich set of
dashboards and reports, as well as log wiewing capability, bringing the power of
business intelligence to network security.
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1. BEE X
OVF SEEHE -
EAGHEAS - 2. gh:E T — 3-];
EEFEE WatchGuard End-Uzser License hgzreement "
EEER . . .
SEER Thiz WatchGuard End-Tzer License Agreement {the "SGREEMENT") iz a legal agreement between wou and WatchGuard
RS Technologies, Inc. (“WATCHGUARD") and containz the terms that govern wour downloading, installation, copwing and
M E use of the SOFTWARE FRODUCT. As used herein, "you" or "your" means the person, company or other entity using the
Bdg=ERE SOFTWARE PRODUCT. Capitalized temms used in this ACGREEMENT are defined in accordance with Section 1 below.

PLEASE CAREFULLY READ THE TERMS OF THIS AGREEWEWT BEFORE ¥OU CLICK "I AGREE" OR OTHER SIMILARLY WORDED BUTTOW. BY
CHECEING THE BOX INDICATING THAT ¥OU AGREE TO THE TERMS OF THIZ AGREEMEWT, OR BY DOWNLOADING, INSTALLING, COFYING
OF USING THE SOFTWARE PRODUCT, WOU (A) HEREBY CONSEWT AWD AGREE TO BE BOUND BY THIS AGREEMENWT; AWD (B) HEREBY
REPRESENT AWD WARRANT THAT YOU ARE LAWFULLY ABLE TO EWTER IWTO THIS AGREEWEWT. IF THIE AGREEMENT IS BEING AGREED
TO BY & COMPANY OR OTHER ENTITY, THEN THE PERSOM SGREEING TO THIZ AGREEMENT OW EEHALF OF THAT COMPANY OR EWTITY
HEREEY REPRESENTS AND WARRANTS THAT (I3 HE OR SHE I3 DWLY ATUTHORIZED &ND LAWFULLY AELE TO BIND THAT COMPANY OR
ENTITY TO THIE AGREEMENT; {II) THE COMPANY OR ENTITY HAS THE FULL POWER, CORPORATE OR OTHERWISE, TO ENTER INTO
THIS AGREEMENT AWD PERFORM ITS OELIGATIONS UWIER THIZ AGREEWENWT; AND (IIT) THIS AGREEWENT AWD THE FERFORMAWCE OF
THE COMPANY'S OR ENTITY'S OBLIGATIONS UMDER THIS AGREEMENT DO NOT VIOLATE AMY THIRD-PARTY AGREEMENT TO WHICH THE
COMPANY OR ENTITY IS & PARTY.

IF Y07 DIZAGREE WITH ANY OF THE TERMS OF THIZ AGREEMENT , WATCHGUARD DOES WOT GRANT ¥OU A LICENSE AND YOU WUST WOT
DOMNLOAD, INSTALL, COFY OR USE THE SOFTWARE PRODUCT.

1) Definitionz. As used in thiz AGREEMENT, each of the following capitalized terms shall have the meaning
azcribed to such temms in thiz Section 1. All capitalized terms not defined in thiz Section 1 shall have the
meaning ascribed to such terms in the body of thiz AGREEMENT .

a. "DOCTMENTATION" meanz any pages, schedules, policies, guidelines, specifications, user maruals,
wuides, support materials and other documents, materials and information relatlng 1o installation and use of the
SOFTWARE PRODUCT, including without limitation, those describing the operational and functional capabilities, use
linitations, technical and engineering requirements, and testing and performance criteria relewant to proper use
of the SOFTWARE PRODUCT, which are referenced in this AGREEMENT, provided to wou by WATCHGUARD or posted on the
SITE from time to time.

h. "LICENSED MACHIME" means a wirtual machine in a hypervisor environment .

R "0PEN SOURCE B0FTWARE" means certain operating aystem and other software distributed by
Watchiuard under an open source licensing model {e.g., the OGN General Public License, BED or a license similar to
those approved by the Open Source Initiative) in conmection with the SOFTYARE PRODUCT . Hotwithstanding anything
=zet forth in thiz AGREEMENT to the contrary, Customer's use of OPEN S0URCE BOFTWARE shall in all waws be governed
by the open source license indicated as appllcahle to the OPEN S0URCE S0FTWARE at
http:d fwww watchguard .comfwerdlic/xtmy asp, elsewhere on the SITE or in the DOCTMENTATION. W
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1
14.04 LTS localhost ttul 2 l/';/ E/I'},E"?‘;{ %Kz:%

t login: pport

0 a d TO Chafge Your p ord immediately (root enforced)
for w qort .
T il t& g5 . wgsupport
Enter new UN o ord: %5{» g pp
Fetupe new U

WL CO O J."+.|..J"+-I._Ii:: (GNUALinux 3.13.0-85-generic xB86_6(4d) ';% /E% readwnte

# Documentation: http shelp.ubuntu.coms

s with ABSOLUTELY MO WARRANTY, to the extent permitted by
applicable law.

wgsupport@localhost: ™3 _
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ord immediately (root enforced)

Retupe um UHI f
HWelcome to Ubuntu .04 LT' (GMU/Linux 3.13.0-835-generic

% Documentation: hittps:srshelp.ubuntu.coms
ftware;
ribed in the

IBESOLUTELY MO HARRANTY, to the extent permitted by

HNT ‘watchguardsdimensionsbinswg_ip_addr.sh -1 192.168.1)

W\EES
Joptiwatchevard/dinension/bin/we ip addr.sh - 1192, 168, 1,201 o l192.168.1.254 |
FEMRIP Default Gateway
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w” https//192.168.1.201 fauth > | =+

€ O8 hitps://192.168.1.201/auth/login I ¢ Q==
1.
Lot :
@atchGuard
User Name
admin
2.
Passphrase
aaedadad

REDT S User Name : admin
1. ﬁ%l » https://dimension ip Passphrase : readwrite

2. @?J)»rbéﬁiqﬁ,%%
3. 2:5LOGIN
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WatchGuard Dimension Setup Wizard

Before you begin, make sure you have this information:

Setting up the System
1. Host name for Dimension
2. IPv4 address seftings for eth0 interface
3. Administrator passphrase

Database Location Setting
1. By default location is set to the built-in database
2. To switch to an external database, make sure it's configured and accessible

Setting up Public Addresses (Optional)
1. Add Public FQDMNs or IP Addresses

Visibility Setting
1. Log Encryption Key
2. Anonymize Reports (Optional)

Do not power off Dimension before the Setup Wizard completes.

BACK MNEXT
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System Information

1. ﬁi;f] »DNS IP

2. #-Send feedback to
WatchGuard: 4 £ #

3. EhiE Next

Host Name localhost

IP Address Method Static

IPv4 Address / Mask 192.168.1.201 {24

Default Gateway 192 168.1.254

DNS Server [ 192.168.1.100| 1.

Domain Name | Domain Name (Optional)

We recommend that you specify a static IPv4 address for the default IP address to use
to connect to Dimension.

il
www.pronet-info.com.tw
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Database Location Setting

Database location | Built-in

Default path  /var/optwatchguard/dimension/data/db

Select an 'External' database location, if you want to point Dimension to an external
FPostgreSQL database. Make sure it's ready to use and is accessible.

BACK
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Public Addresses

Is this instance of Dimension publicly accessible to your Firebox devices?

® Yes, the Dimension server has a public IP address

O No, the Dimension server is behind a NAT device

Your Dimension instance has a public IP address and can be reached successully.

BACK NEXT
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Set Administrator Passphrase

Administrator User Name admin

Administrator I
Passphrase

Confirm Passphrase sssssene

Passphrase cannot be empty.

The Administrator passphrase gives you read-write access to Dimension, S0 you can
modify your settings. The Administrator passphrase must have at least & characters.

BACK NEXT
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Visibility Setting — Logging Encryption Key

1. ﬁg?l » Fireboxf-Dimension &
1. = ] v 7 LS
FORL LR > 4o B RS

2. BRiENEXT

Encryption Key sssssnee

Confirm Encryption Key ssssenee

The encryption key is used to establish a secure connection between Dimension and
your Firebox or WatchGuard server

BACK

L, e ST P
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Visibility Setting — Anonymize Reports

Do you want to enable Anonymized Mode?

O ‘r’es

When you enable Anonymized Mode, user names, |P addresses, host names, and
mobile device names are masked in reports, and log messages and detail reports are
not available.

BACK
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Review Dimension Settings

System Information  Host name: localhost
IPv4 address: 192 168.1.201/24
Default Gateway: 192.168.1.254
DNS Server: 192 168.1.100
Domain Name:
Database location /varoptwatchguard/dimension/data/db

Administrator  Administrator passphrase set

Visibility Settings Encryption key set

Review your settings. To change any settings, click Back. You cannot make changes
after you click Next.

BACK NEXT
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Progress Page

& System successfully configured.

& Administrator passphrase is set.

& PostgreSQL database is configured.
& Visibility Setting is configured.

The WatchGuard Dimension Setup Wizard is complete. Click Next to continue.

BACK NEXT
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WatchGuard Dimension Setup Wizard

WatchGuard Dimension setup is complete.

To complete the Dimension Setup Wizard, click Finish.The WatchGuard Dimension
login page will appear.

2L:% FINISH = = Dimensionk Z_

-
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I, D\WatchGuard ConfighPOC xml *- Fireware XTM Policy Manager
File Edit Vie- etwork FireCluster VPN Subscription Services Help

E N = System... jl%ﬂ.ﬂ”ﬂ—%?

Firewall Mobile Feature Keys... F

Order + A Policy Type

1 v Certificates. . P Any-External, An
2 4 reware-XTM-WebUl Any-Trusted, An
3 4 Actions * Any-Trusted, An
4 v E Default Threat Protection 5 fL_Port Any-Trusted, An
g ,/’ Erver Any

5 4 e rebox-Mgmt Any-Trusted, An
T ../ SHMP... SSLVPN-Users

Technology Integrations. ..

Managed Device Settings... M

Global Settings...
05 Compatibility ...

Step 1:
Setup — Logging

www.pronet-info.com.tw —
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I Logging Setup

Use these settings to configure where the device sends log messages.

Step 2:

This device can send log messages to more than one destination at the same time. Select one or more

check boxes to specify where log messages are sent: WatchGuard Log Server, syslog server, or Firebox
internal storage.

1. 9 i# Send log message to these
WatchGuard Log Server

I Send log messages to these WatchGuard Log Servers: I 1

: WatchGuard Log Server
Log Servers 1 |Log Servers 2

2. 2kLiE Configure

The zervers you specify on the Log Servers 2 tab are only available for _ _
devices with Fireware XTM OS v11.10 and higher. ..Configure.,. |

Syslog Server

|:| Send log messages to this syslog server:

IP address: | L. |
Leg format: | Syslog e | Configure...
Firebox Internal Storage
Send log messages to Firebox internal storage
Send log mes=ages when the configuration for this device is changed
| oK || Cancel || Help |

www.pronet-info.com.tw
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Configure Log Servers .
On each Log Server tab, the first Log Server in the list iz the primary Log Step 3
Server. Additional Log Servers in each list are backup servers that are
uzed when the primary server is unavailable. g
1. 2k:% Add
Log Servers 1 Log Servers 2 1.
A . .
r— %J »~ Dimension Server IP
B Add Event Processor et

Edit...

Log Server Address: | 192.168.1.201 Remove
Encryption Key: Up
Confirm Key: 3.

“ou can only use an FODN address if your Firebox

# ~ Dimension{rFireboxf % 7% 5

2L OK

> W DN

runs Fireware 05 v11.12 and higher. E: backup Log Server in the
p Log Server in the list.
4, == gvailable, the device fails
o]
I | cancel | | Help |

www.pronet-info.com.tw
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B Configure Log Servers ot

On each Log Server tab, the first Log Server in the list is the primary Log
Server. Additional Log Servers in each list are backup servers that are

el Y] I 2 7
used when the primary server is unavailable. 1 Ei‘a,\_;DlmenSIOI’l Iva/Q 'JL
Log Servers 1 i
g Log Servers 2 2 ré-;‘!:df OK
192.168. 1 .201 Primary 1
' Edit...
Remove
Up

If the device cannot connect to the first backup Log Server in the

@ list, it trie= to connect to the next backup Log Server in the list.
When the primary Log Server becomes available, the device fails
back to the primary Log Server.

2.

Cancel Help

& {4 /£ 32Firebox §rDimension Serverk # = =
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i
PRONET
B3 watchGuard System Manager 1 E’Z‘Llfg 73 J ;Fﬁfbl

File Edit Tools Window Help 2},

(M=) 4] n ERIEEE 2. 2Lif Firebox System Manager

Device Status |Firebcnx System Manager

- XTM515 [Fireware XTM v11.9.4.8463675]

[ %, Firebox Status

& Certificates
[ Branch Office VPN Tunnels

@ Maobile VPN with IPSec Tunnels
@ Mobile VPN with S5L Tunnels
3 Mobile VPN with PPTP Tunnels
@

Makile WPM with L2TP Tunnels
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ile View Tools Help

D | LTJ‘I [H | ﬁ £l | 4] L
E . NS
Authentication List Blacked Sites Subscription Services Cateway Wireless Controller Traffic Management 1 F | re bOX Syste m M an ag e r -
Front Panel Traffic Monitor Bandwidth Meter Service Watch Status Report i F] *
- Sy Closter XTM505-S4T - = NE = 5 =K 2 5 lr B
Status & -.E; Cluster (ActiveiStandby) i ne"F“ 7T F 7 X ;I%J \_7‘1‘“‘ F' \'ZH‘ > ® ;JL =4 FJ*
i -4 Member: Memberl (backup master) |

+- Mg Member: Membei2 (master) HA e
-y Interfaces (Routed Mode) t&}g H}E N }':IJA A
Certificates E'F ~ '\‘L}

- O3
(3§ Breanch Office VEN Tumnels
3 Mabile YPH with IPSec Tumels
@

@

J
<
T
=

Mobile VPN with 381 Tunmels # }1;1\“/“;{: > VPNT% *

Mobile FPH with FPTP Tunnels
Mobile TP with L2TP Tummels

Y Subscription Services J\j ﬁ /T ‘_}} ? —‘:—HL

ok
by
3
o=

Txaffic

Avthenticated User:
Connections:

Contact:
Location:
Last Update:

Eefresh Interval: | 5 seconds ~ | (Refreshing...) Pause F




PRONET

B ORMATION

O COE KE MW

Anthentication List

Front Panel

Blocked Sites Subscription Services
Traffic Monitor Bandwidth Meter

Diagnostic Tasks...

Source IP Address: 10.0.6.2
Destination IP Address: 2240018

Copy Selection
Copy All

Traffic Monitor

Gatewayr Wireless Controller
Zervice Watch

Ping...

traceroute...

Select All

Event Motifications_

Clear Traffic Monitor

Settings...

Block Site:224.0.0.18__

Traffic Management
Statuz Eeport

T )3 /IIL:E_
et A2t E

IR K
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File Wiew Tools Help

Authentication List

O G| KE

Front Panel
Anthentication List

Traffic Monitor
Blocked Zites

Bandwidth Meter
Zubzoription Bervices

Service Watch
Grateway Wireless Controller

Status Report
Traffic Management

- R TTTATY

Total Tzers:

Maohbile WP with IP3ec:
Mobile ¥FN with PPTE:
Mobile ¥PN with L2TEF:

n O — O

Mobile ¥PN with 33L: 0
Firewall: 1]
Management Users: 4

Firewsall Users  Mobile VEN Users  Management Teers

Taer Eole IP Address Elapsed Time Lazt Activity
statz@Firebox-DB Dievice Monitor 59120145169 0d, Oh, T, 44 0d, Oh, 1m, 42
admin@Firebox-DE Dievice Admindstrator 192.168.1.74 0d, Oh, 10m, 20z 0d, Oh, Smm, 27
statnz@Firebox- DB Dievice Monitor 50120145169 0d, Oh, 18m, 25z 0d, Oh, 1mm, O
statnz@Firebox- DB Dievice Monitor 192 168 254 4 1d, 17h, 21m, 42z 1d, 17h, 21m, 42z

FR DR EED R KR

¢ 45VPNiE * & 112 [
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